Moneris Online HS and Gowns Task Documentation

Note: MiraPay used the ‘eigen’ links, Moneris uses ‘moneris’ links

Important Links:
Recommended Solution:

e https://developer.moneris.com/Documentation/NA/E-
Commerce%20Solutions/MCO/About%20Moneris%20Checkout

e https://github.com/Moneris/MRC-User-Guide-Canada

e https://github.com/Moneris/eCommerce-Canada-HostedSolutions

Solutions:

e https://developer.moneris.com/en/More/Getting%20Started/Feature%200verview

Hosted Solutions:

e https://developer.moneris.com/Documentation/NA/E-
Commerce%20Solutions/Hosted%20Solutions/Hosted%20Solution%20Configuration

Hosted Paypage:

e https://developer.moneris.com/en/More/Help/~/link.aspx? id=0E57826471DC480E8F377C79B
B88D6CB& z=z

Response Codes, CVD Result Codes, CAVV Result Codes:

e https://developer.moneris.com/en/More/Help/~/~/link.aspx? id=E63D673AD4884EFD9455064
29503645E& z=z

e https://developer.moneris.com/en/More/Testing/CVD%20Result%20Codes

e https://developer.moneris.com/en/More/Testing/CAVV%20Result%20Codes

Test and Live Production Merchant Resource Center Links:

e https://esqa.moneris.com/mpg/index.php

e https://www3.moneris.com/mpg/index.php

Test and Live Production Hosted Paypage Links:

e https://esqa.moneris.com/HPPDP/index.php
e https://www3.moneris.com/HPPDP/index.php
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Online HS

e VMs Used: #8 New OAS Production, VM-DBO (accounting database location, onlinetrans table)
e File Location Root: #8 New OAS Production VM — C:\inetpub\wwwroot\
e Files Modified: transfailed.cshtml, transsucceeded,cshtml, secure\createoutput.cshtml

NOTE: The previous 3 MiraPay-related files were saved as copies with “-mirapay” suffix.

NOTE: Ask Altaf for login information for the merchant resource center gateway portals

createoutput.cshtml changes:

e Links for dev test and production hosted paypage were changed to Moneris
e Removed the fields and code related to the MiraPay request, replacing it with the ones for
Moneris (see the hidden inputs which transfer the data for the request to the hosted paypage)
o The plan amount(s) are sent as rvars in the request
o The charge_total must be 2 decimal places exactly (unlike MiraPay)

transfailed.cshtml changes:

e Created better handling, where failures (declines, etc) and cancellations are handled differently,
as well as problems/errors (these are handled same as before)
o MiraPay didn’t display any receipt info for failed or cancelled transactions
e Failed transactions have the same receipt info data as a success (full display like a
successful/approved transaction); however, cancelled transactions only have a (name,
date/time, email, customer/uog ID; total amount, trans order ID, response code — message)

transsucceeded.cshtml (& transfailed.cshtml) changes:

e Improved some of the English text messages
e Both display receipts were changed appropriately to use the returned fields from Moneris
instead of those from MiraPay
o Thus, variable names were changed to use the new ones and some different things (like
calculations) may have to be done instead
o This applies for display purposes and database operations
o Forinstance, have to extract the English text message from the returned message value
e See Moneris documentation and code for field names and what they mean, as well as full
display information of receipt data

Flow Changes:

e createoutput.cshtml prepares necessary data for the transaction from the forms on our Online
HS website — which are then sent to the hosted paypage in the hidden input fields.

e Redirected to Moneris hosted paypage where user enters cardholder name, credit card number,
card expiry date, and card security code (for Visa or Mastercard).



e Cancelling the transaction at this point will redirect to our transfailed.cshtml, as well as any

failed (eg. declined) transaction — displaying our appropriate receipt info for either result

Successful approved transactions will redirect to our transsucceeded.cshtml, where our receipt

info is displayed in full

e Moneris will send an email to the user for successful and failed transactions besides our
redirected receipt page

e NOTE: for both pages transfailed.cshtml & transsucceeded.cshtml, the result from the Moneris

hosted paypage is a GET to our system (just like MiraPay), so you can see all the resulting values
in the URL as query values.

Online HS Screenshots:

Hosted Paypage Process Flow
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Figure 1:Moneris Hosted PayPage Process Flow - Online HS uses Option A
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Figure 2: MiraPay Hosted Paypage

Transaction Approved

Thank you. Your Transacticn has been approved. You may now log off from anline services.

Name: Mitchell van Braeckel
Amount: 1.00

Date: 0&8/25/2020
Transaction ID: 376208

Please record the Transaction 1D for future reference.

MNote that it can take up to 5 minutes for the deposit te show up on your cnline account balance.

Figure 3: MiraPay Approved Transaction Receipt Merchant-Side Handling



@ Payment Receipt - Google Chrome Elm

# www3.eigendev.com/mirapay/e_process...

‘Mirarcy’

Payment Receipt

Print Receipt

Thank-you - Approved
Merchant HOSPITALITY SERVICES,

Name: UNIVERSITY OF GUELFH
Date: Jun 25, 2020
Time: 08:01:01am PDT
Transaction
Purchase
Type:
Card .
. oo /013
Number:
Total
wtd
Amount: CAD 3L
{Mote: Your card number is hidden for privacy
Response Code: oo
Fesponse Message: DAPPROVED 427171
Approval Code: 437171
MiralD: CAD31002581
Invoice Number: a7az08

& copy of this receipt has been emailed to
mvanbrae@uoguelph.ca

Close Window

Figure 4: MiraPay Approved Payment Receipt

Internet Purchase: CAD4653998

mira-receipt@eigendev.com «
o Mon 7/13/2020 11:27 AM & © © =
To: Mitchell Van Braeckel

CAUTION: This email originated from outside of the University of Guelph. Do not click links or open attachments unless you recognize the sender and know the content is safe. If in doubt,
forward suspicious emails to [Thelp@uoguelph.ca

This is your credit card receipt for the Purchase you made from:
HOSPITALITY SERVICES, UNIVERSITY OF GUELPH

Please direct any questions regarding this transaction to:

Merchant Name: HOSPITALITY SERVICES, UNIVERSITY OF GUELPH
Contact Name: HOSPITALITY ADMIN

Contact Phone: (519) 824-4120 (52993)

Contact Email: MIRAPAY@UOGUELPH.CA

This transaction was **Approved**

Date: Jul13, 2020

Time: 08:26:38am PDT
Transaction Type: Purchase

Card Number: 3000000000007013
Total Amount: §1.00 CAD

Response Code: 001

Response Message: 0APPROVED 478169
Approval Code: 478169

MiralD: CAD4653938

Invoice Number: 376360

Figure 5: MiraPay Automated Email Receipt to User (only sends for approved transactions)



) & Onime Accoune Seices - Horg | 12 Onlne Accoun Smice - g X | 1 Onfine AccounsSenices - Horp X 1

€ C & wwwimoneris.com/HPPD

Apps [ Adob
HOSPITALITY SERVICES - ON
I

Mangatory fieics marked by *

customer 0: (I

Email Address: mvanbrae@uogueich ca

jexphp

Note: Piease enter your Visa or Mastercard creat information

Payment Details

Transaction Amount: §1.00

Order 10: 376470
Prease complote the folowing detals exactly as thay appear o0 your card
Do no put spaces or hyphens in the card number.
Cardhoider Name': 1
Card Number":

Expiry Date (MMYY)':

Card Security Code’:

Cick ‘Process Transaction' 1o charge your card. Only click e button ance. Using the ‘Back Retresh or ‘Cancel
utton afler jou press the 'Process Transacton bution will 1ot S19p the transaction from being processed and
may resut i1 a doudle charge.

Figure 6: Moneris Hosted Paypage
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. Online Services
Hospitality Services

Home
Staff Home Transaction Approved

Wview Account Thank you. Your transaction has been approved.
Balance /Histary

Wiew Statement Name: Mitchell Van Braeckel
Make Persanal Payment Date / Time: 2020-07-20 12:08:32
Make Departmental Emall Address: mvanbrae@uoguelph.ca
FPayment ‘Customer ID / UoG 1D:

Request Statement

Change Address Transaction Type: PURCHASE

Cancel Account Total Amount: $2.00 (CAD)

Plan Description Transaction Order 1D: 376474

Card Holder Agreement Cardholder: MITCHELL H BRAECKEL
Lost Card Card Number: *==ss=ssssx7013
Contact Us Card Type: VISA

Response Code - Message: 027 - APPROVED * =
CVD Result Code: Match
CAVV Result Code: 2
Reference Number: 665134200010010110
Auth Code: 485430

Please print this page and kesp It as your transaction receipt.

Note that it can take up to 5 minutes for the transaction to process and for the deposit to show up on your online account balance.

Figure 7: Moneris Approved Transaction Receipt Merchant-Side Handling
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Online Services
Hospitality Services

Home
Staff Home Transaction Cancelled
::ﬂ:;::m You have canelled the transaction
Name: Mitchell Van Braeckel
Date / Time: 2020-07-20 12:08:08
Email Address: mvanbrae@uoguelph.ca

Customer 1D / UoG ID:

View statement
Make Personal Payment
make Departmental
Payment
Request Statement
Change Address Total Amount: $1.00 (CAD)
Cancel Account Transaction Order ID: 376473
Plan Description
Card Holder Agreement Response Code - Messaget 514 - cancelled by cardholder
Lost Card Please print this page and keep It for your records.
Contact us

IF you have any questions or concerns, feel free to contact us:

Express Centre
Hospitality Services

University of Guelph

Guelph, Ontario

519-824-4120 X52622 {6:305m to 4:45pm)

Email; express@hrs.uaguelph.ca

Figure 8: Moneris Cancelled Transaction Receipt Merchant-Side Handling
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. Online Services
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Transaction Failed

Sorry, your transaction has failed
Balance /Histary

Name: Mitchell van Braeckel
Date / Time: 2020-07-20 12:08:58
Email Address: myanbraeguoguelph.ca

customer 10/ vo 10: I

View Statement
Make Personal Payment
Make Departmental
Payment

Request Statement

Change Address
Cancel Account

Plan Description

Card Halder Agreement
Lost Card

Cantact s

Transaction Type:
Total Amount:
Transaction Order 1D
cardholder:

Card Number:

Card Type:

Response Code - Message:
CVD Result Code:

CAVV Result Code:
Reference Number:

Auth Code:

PURCHASE

$3.00 (CAD)

376475

MITCHELL H BRAECKEL
T —

VISA

481 - DECLINED * =
No Match

2
665134200010010120
000000

Please print this page and keep It for your records.

If you have any questions or concemns, feel free to contact us:

Express Centre
Hospitality Services
university of Guelph
Guelph, Ontaria

519-824-4120 x52822 (8:30am Lo 4:45pm)

Email: express@hrs.uoguelph.ca

Figure 9: Moneris Failed Transaction Receipt Merchant-Side Handling



Transaction Receipt - Do Not Reply

©

HOSPITALITY SERVICES - ON <esp_receipt@moneris.com>

Mon 7/20/2020 12:08 PM
To: Mitchell Van Brasckel

S|

©

=

IThelp@uoguelph.ca

CAUTION: This email originated from outside of the University of Guelph. Do not dlick links er open attachments unless you recognize the sender and know the content is safe. If in doubt, forward suspicious emails to

HOSPITALITY SERVICES - ON

TRANSACTION APPROVED - THANK YOU

PAYMENT DETAILS

TYPE

DATE
ORDERID
AMOUNT(CAD)

CARDHOLDER
CARD NUM
ACCOUNT

REF NUM
AUTH CODE

PURCHASE

2020-07-20 12:08:32
27R4T4
5200

MITCHELL H BRAECKEL

e e 1 7003

VISA

665134200010010110
485430

CUSTOMER DETAILS

CUSTID
EMAIL
NOTE

mvanbrac@uoguelph.ca
Please enter your Visa or Mastercard credit information.

Pleass kesp this email 35 your ransattion recsipt

This receipt has been sent from an unmonitered email account.

Do not reply to this email.

Figure 10: Moneris Automated Approved Transaction Email Receipt (successful transactions)

Transaction Receipt - Do Not Reply

©

HOSPITALITY SERVICES - ON <esp_receipt@moneris.com >

Mon 7/20/2020 12:09 PM
To: Mitct

Il Van Braeckel

&9

©

9

IThelp@uoguelph.ca

CAUTION: This email eriginated from outside of the University of Guelph. Do net dick links or open attachments unless you recognize the sender and knew the content is safe. If in doubt, forward suspicious emails to

HOSPITALITY SERVICES - ON

DECLINED - TRANSACTION NOT APPROVED

PAYMENT DETAILS

TYPE

DATE
‘ORDERID
AMOUNT(CAD)

CARDHOLDER
CARD NUM
ACCOUNT

REF NUM

PURCHASE

2020-07-20 12:08:58
378475
$3.00

MITCHELL H BRAECKEL
e ren 2eer 7013

VISA

665134200010010120

CUSTOMER DETAILS

CUSTID
EMAIL
NOTE

mvanbras @uogueiph.ca
Please enter your \isa or Mastercard credit information_

Please keep this email as your transaction recsipt

This receipt has been sent from an unmenitored email account.

Do not reply to this emil

Figure 11: Moneris Automated Failed Transaction Email Receipt (failed transactions only, excluding cancelled transactions)



Gowns Ordering

Notes:

VMs Used: VM-HBA (codebase, & database location for gownorderactivty SQL)

File Location Root: C:\inetpub\copy2\GownOrdersUpdate\

Files Modified: ConfirmPage.aspx + ConfirmPage.aspx.cs, order_failure.aspx +
order_failure.aspx.cs, order_success.aspx + order_success.aspx.cs, rent_confirm.aspx.exclude +
rent_confirm.aspx.cs.exclude, RentSubmitToPG.aspx + RentSubmitToPG.aspx.cs, Web.config,
App_Code\Utility.cs, Account\OrderManualResult.aspx + Account\OrderManualResult.aspx.cs,
Account\OrderManualStep2Cash.aspx.cs, Account\OrderManualStep2CC.aspx +
Account\OrderManualStep2CC.aspx.cs

.aspx & .aspx.cs files come in pairs, where .aspx files have the frontend code and .aspx.cs files
have the backend code

Ask Altaf for login information for the merchant resource center gateway portals. There are 2
configurations here: one for each flow mentioned below.

The best way to look at these changes is to look at the files themselves because there is very
thorough internal documentation detailing what each thing does (I’ve dramatically improved the
internal documentation within each code file, including standard comments, function
comments, and file comments, for the files above that | primarily worked). For general flow, you
can refer to this document.

This also uses Moneris Hosted Paypage solution Option A, and uses GET (like MiraPay
implementation)

ConfirmPage.aspx + ConfirmPage.aspx.cs, & Account\OrderManualStep2Cash.aspx.cs only had
text changes

For this system, there are 2 flows: manual admin order (via admin login) & standard user order (via
WebAdvisor). Web.config contains configuration values and info, whereas App_Code\Utility.cs contains
many functions used as utility throughout the system. The main change in Utility was the function to get
the payment gateway portal (now uses Moneris values instead of MiraPay/Eigen values).

Standard User Order via WebAdvisor

Moneris Flow:

User is redirected from WebAdvisor to gown order, fills out info and creates an order
o Webadvisor etc. info, to then confirming info and filling in more stuff
Files used in order:
o rent_confirm.aspx.exclude + rent_confirm.aspx.cs.exclude OR RentSubmitToPG.aspx +
RentSubmitToPG.aspx.cs, to collect, confirm, and send data as request to Moneris
o Goes to Moneris Hosted Paypage
o Success redirect back to order_success.aspx + order_success.aspx.cs
o Failures (and Cancellations) redirected back to order_failure.aspx + order_failure.aspx.cs



Manual Admin Order via Admin Login

Moneris Flow:

e Admin user logs into the admin gown ordering system, fills out info and creates a manual order
o They use Account\OrderManualStepl.aspx + Account\OrderManualStepl.aspx.cs, to
manually fill out all necessary info for the order, then create the order and choose to
pay with credit card
e Files used in order:
o Account\OrderManualStep2CC.aspx + Account\OrderManualStep2CC.aspx.cs, collect,
confirm, and send data as request to Moneris
Goes to Moneris Hosted Paypage
No matter the result of the transaction (success, failed, cancelled), it redirects back to
Account\OrderManualResult.aspx + Account\OrderManualResult.aspx.cs

NOTE: For both flows, Moneris will send an automated email for both successful and failed transactions
to the user, besides our receipt info display page. For successful transactions, we also send a custom
email containing gown/convocation ceremony important information, including a copy of the
transaction receipt info at the bottom.

NOTE: At least for manual admin order flow, the process is done in a pop-up browser window, and there
are links displayed for creating another order or trying to order again if it fails (please be careful of
sessions etc. when working on this)

Web config values were altered as necessary to use Moneris instead of MiraPay. This includes both
Moneris configurations (one for each flow: manual vs normal). The utility function to determine the
gateway portal to MiraPay was changed to Moneris too.

As appropriate, the prep files that contain the hidden inputs (before going to Moneris) had to be altered
to use Moneris fields instead of MiraPay, including any handling done in the backend, including gown
order activity updates.

The biggest changes related to the redirect return pages (from Moneris). Here, | refactored quite a bit in
order to attempt some modularization for the future. | create multiple functions that were used in each
file. Also, the actual displays for receipt info were greatly improved to provide more information about
the transaction. This applies for successful (approved), failed (eg. declined), cancelled, and
problem/error transactions.



Gown Order Screenshots:

& U of Guelph Hospitality Services - Purchase Tickets - Google Chrome

= | @] %= |

@ Not secure | gown.hospitality.uoguelph.ca/Account/OrderManualStepl.aspx

Purchase Tickets

— Purchase Information

Name of Wearer: | Mitchell Van Braeckel |

Student Mo: _l
Email: |mvanbrae@uaguelph.ca |
Degree: | Bachelor V|0F|Computing |

Graduation Year: 2022
Convocation Date: | 8/8/2022 [rmm-dd-yyyy)
Convocation Time: | 09:004AM

Gown Rental: Yeg w
Mo of Tickets: 2
Payment Mathod: | Credit Card »

| Cancel | | MNext == |

Figure 12: Manual Admin Order Step 1 - Filling in Info
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— Confirm your Inforrmation

Mame of Wearer:

@ U of Guelph Hospitality Services - Purchase Tickets - Mozilla Firefox

© & gown.hospitality.uoguelph.ca/Account/OrderManualStep2CC.aspx

Mitchell Van Braeckel

Student Mo: _
Ermail: mvanbras@uoguelph.ca
Height: inches
Degrea: Bachelor
Field: Computing
Graduation Year: 2023
Convocation Date: 8/8/2022
Convocation Time: 09:00AM

Mo of Tickets: 2

Ticket Cost: £50.00
Gown Rental Due: £25.00
H5T: £0.75

Total Order Amount: £84.75
Payment Method: Credit Card

[Change Information] [ Submit Order & Make Payment

Hospitality Services - University of Guelph

Figure 13: Manual Admin Order Step 2 - Credit Card Payment Confirmation (submitting goes to Moneris)




& U of Guelph Hospitality Services - Purchase Tickets Results - Google Chrome NN X

(® Mot secure | gown.hospitality.uoguelph.ca

Transaction Cancelled
You have CAMCELLED your Order.

Name: Mitchell Van Braeckel
Date f Time: 2020-07-30 13:34:57
Email Address: mvanbrae@uoguelph.ca

Customer ID (UoG ID): _

Total Amount: $28.25 (CAD)
Transaction Order ID: MANUCC166633

Response Code - Message: 914 - cancelled by cardholder
Please print this page and keep it for your records.

Click here to start another order

Figure 14: Moneris Cancelled Transaction Receipt Info Merchant-Side Handling



& U of Guelph Hospitality Services - Purchase Tickets Results - Google Chrome

(® Mot secure | gown.hospitality.uoguelph.ca

Transaction Failed
Paymeant for your Order was NOT ACCEPTED. Please review details and try again.

Name: Mitchell Van Braeckel
Date [ Time: 2020-07-30 13:20:07

Email Address: mvanbrae@uoguelph.ca
j| CustomerID (UoG ID): ﬁ]
Transaction Type: PURCHASE
Total Amount: $56.50 (CAD)
Transaction Order ID: MANUCC166635
Cardholder: MITCHELL H BRAECKEL

i Card Number: ¥*¥*x3saxx2270173
Card Type: VISA

I Response Code - Message: 478 - HOLD CARD # CALL =
CVD Result Code: Match

CAVV Result Code:

Reference Number: 660144980012702560

Auth Code: 000000

Please print this page and keep it for your records.

Click here to ratry

Figure 15: Moneris Failed Transaction Receipt Info Merchant-Side Handling



@ U of Guelph Hospitality Services - Purchase Tickets Results - Google Chrome lilﬂlﬂj

(® Mot secure | gown.hospitality.uoguelph.ca

Transaction Approved

Thank you. Your Order was placed SUCCESSFULLY.

Name: Mitchell Van Braeckel
Date / Time: 2020-07-30 13:24:09

Email Address: mvanbras@uoguelph.ca
Customer ID (UoG ID): ﬂ]
Transaction Type: PURCHASE

Total Amount: $28.25 (CAD)
Transaction Order ID: MANUCC166636
cCardholder: MITCHELL H BRAECKEL

Card Number; *##¥*3x2x32337013
Card Type: VISA

Response Code - Message: 027 - APPROVED * =
CVD Result Code: Match

CAVV Result Code:

Reference Number: 660109300015162620

Auth Code: 915023

Please print this page and keep it as your transaction recsipt.,

Click here to start another order

Figure 16: Moneris Approved Transaction Receipt Info Merchant-Side Handling



Your Gown Rental and Convocation Ticket Order

e Gov

To: Mitchell Van Bragcke

Rental <no-reply@uoguelph.ca>

Your gown rental & convocation ticket order was placed SUCCESSFULLY.

Your Order # is: MANUCC-166636
Amount charged to your credit card: 28.25

We thank you for using our online ordering system to place your order
Note that all gowns can be picked up at the designated location one (1) hour befere your convocation ceremony.

MNOTE: You will receive your digital tickets one week prior to your convecation date. You are required to print these and bring them to your ceremony for entrance. Gowns can be picked up at the designated location
ane (1) hour before your convocation ceremony.

Entrance to the Athletic Center will be allowed one (1) hour before your convocation ceremony.

There will be signage directing students to the goewning area.

Please find a copy of the information from the approved transaction receipt below:

Name: Mitchell Van Braeckel

Date / Time: 2020-07-30 13:24:09

Email Address: mvanbrae@uoguelph.ca
Custemer ID (UoG ID}:ﬂ
Transaction Type: PURCHASE

Total Amount: $28.25 (CAD)
Transaction Order ID: MANUCC166636
Cardholder: MITCHELL H BRAECKEL

Card Number; ¥****t7013
Card Type: VISA

Response Code - Message: 027 - APPROVED * =
CVD Result Code: Match

CAVV Result Code:

Reference Number: 660109300015162620

Auth Code: 915023

Figure 17: Our Custom Email Sent to User for Successful Transaction

Gowns Links:

e http://gown.hospitality.uoguelph.ca/Account/login.aspx (Current Orders, [New Ticket Order])

e http://gown.hospitality.uoguelph.ca/Account/OrderManualStepl.aspx [Next>>]

e http://gown.hospitality.uoguelph.ca/Account/OrderManualStep2CC.aspx [Submit Order & Make
Payment]

e Goes to Hosted Paypage, then Returns to the appropriate Merchant page after transaction,
which is dependent on manual or normal usage flow.


http://gown.hospitality.uoguelph.ca/Account/login.aspx
http://gown.hospitality.uoguelph.ca/Account/OrderManualStep1.aspx
http://gown.hospitality.uoguelph.ca/Account/OrderManualStep2CC.aspx

